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A Frameworlk

for Automated Forensic analysis is the science of finding,
- - . - examining and analyzing evidence in
Dlglt:ﬂ-—l FOI‘CI‘lS 1C support of law enforcement, regulatory

compliance or information gathering.
Today, ailmost all digital forensic analysis
is done by humans, requiring dedicated

=, training and consuming man-hours a a
Peznl F. _I—*grrgff] T considerable rate. As storage sizes increase
and digital forensics gain importance in
investigations, the backlog of media
requiring human analysis has increased as
well. Thisthesistests todays top-of-the-line
commercia and open source forensic tools
with the anaysis of a purpose-built
Windows XP computer system containing
two users that engaged in email, chat and
web browsing. It presents the results of a
pilot user study of the PyFlag forensic tool.
Finally, it presents a technique to use
software to do a preliminary analysis on
media and provide a human readable report
to the examiner. The goal of the technique
is to perform rapid triaging of media and
alow the human examiner to better
prioritize man hours towards media with
high return on investment.
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